
 
 

Security at justETF:​
How to protect yourself from fraud 
Your safety is our top priority. Unfortunately, scammers repeatedly try to impersonate 
official representatives of financial platforms - including justETF - by creating fake 
accounts. Here you can find out what to look out for, how to protect yourself, how to 
recognize us and how to contact us. 

Important Notes 

No communication via WhatsApp or private channels 

We never communicate via WhatsApp, Telegram or similar messenger services. If 
someone writes to you and claims to be from justETF - please be careful, these are highly 
likely to be scammers. 

We never ask you for money 

justETF will never ask you directly for money transfers, account details or credit card 
information. Our platform is exclusively for information purposes - you cannot invest 
money with us. 

No investment advice 

We do not provide individual investment recommendations. Our content is for general 
information purposes only and does not replace personal advice. Therefore, you will never 
receive messages from us offering you personal advice or similar. In general, you should 
be careful if someone offers you financial advice on social media. 

We are not active in any investment groups 

justETF does not run any crypto, stock or other investment groups. Neither on Telegram, 
WhatsApp or other messenger platforms, nor on social media. If someone approaches you 
there with investment offers, it is not us. 

How to recognize our justETF channels 
You will exclusively find us on our official profiles: 

●​ Instagram Germany 
●​ Instagram Italy 
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https://www.instagram.com/justetf.de?igsh=cnZkZDZ2cnlyOGI2
https://www.instagram.com/justetf.it?igsh=MW82YzhleW1mN3JlNQ==


 
 

●​ TikTok Germany 
●​ LinkedIn Germany 
●​ YouTube Germany 
●​ YouTube Italy 
●​ Facebook Germany 
●​ Facebook Italy 
●​ X Germany 
●​ Reddit Germany  
●​ Reddit Italy 

All other accounts or groups using our name are not affiliated with us. If you have any 
questions or are unsure whether you have been contacted by scammers, please feel free 
to contact us at any time via our contact form. 

General tips on how to protect yourself 
●​ Always check the sender address of emails or messages. 
●​ Do not let yourself be put under pressure - reputable companies always give you 

time. 
●​ Do not click on suspicious links and do not share personal data. 
●​ If you are unsure, it is better to wait and contact us directly before you react. 
●​ Never transfer money or share your data until you are 100% sure that the recipient is 

trustworthy. 

Further information on data protection 

Here you can find all details on how we handle data: 

●​ Privacy Notice 
●​ Privacy Policy Social Media  
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https://www.tiktok.com/@justetf.de?_t=ZN-90LnV9JrNKw&_r=1
https://www.linkedin.com/company/justetf/
https://www.youtube.com/@justETF
https://www.youtube.com/channel/UCsS30zeHypsxi6RBba_tNtw
https://www.facebook.com/justETF
https://www.facebook.com/justETFItalia/
https://x.com/justetf
https://www.reddit.com/user/justETF/
https://www.reddit.com/user/justETF_Italia/
https://www.justetf.com/en/contact.html
https://www.justetf.com/en/agreement.html?t=AGREEMENT_SECURITY&lang=en
https://www.justetf.com/documents/privacy-social-media.pdf
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